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Motivation

B SMSOTP authentication for VMware View 5.1

B SMSOTP authentication for Citrix Netscaler Access Gatway Enterprise

B SMSOTP authentication for Cisco ASA



Install and Configure Debian squeeze

B Can be a virtual or physical system

B In production enviroments you should have at least two radius servers

B The system needs internet access during installation

B Debian 6.0.5 businesscard CD image

B Make sure your clocks are in sync


http://cdimage.debian.org/debian-cd/6.0.5/i386/iso-cd/debian-6.0.5-i386-businesscard.iso

Install the build dependencies

sudo apt-get install libossp-uuid-perl libfrontier-rpc-perl \
libcrypt-ssleay-perl libio-socket-ssl-perl git bzip2 ssh \
sudo gcc libssl-dev make openssl krb5-user libkrbb5-dev \
libpoe-perl postfix libauthen-radius-perl libberkeleydb-perl \

ntpdate libterm-readpassword-perl



Compile and install FreeRADIUS

wget -o /dev/null -0 - ftp://ftp.freeradius.org/pub/freeradius/freeradius-server-2.1.12.tar.bz2 | tar xjf -
sudo mkdir /local

sudo chown sithglan /local

cd “/freeradius-server-2.1.12

./configure --with-openssl --prefix=/local/freeradius-server-2.1.12

make

make install

cd “/freeradius-server-2.1.12/src/modules/rlm_smsotp
chmod +x configure

./configure --prefix=/local/freeradius-server-2.1.12
make

make install



Configure FreeRADIUS: clients.conf

client 10.10.20.220 {
secret = testingl23

shortname = netscaler

}

client 10.10.20.230 {
secret = testingl23
shortname = cs-01

}

client 127.0.0.1 {
secret = testingl23

shortname = c¢s-01



Configure FreeRADIUS: sites-enabled/default

authenticate {
Auth-Type smsotp {
krbb

smsotp

Auth-Type smsotp-reply {

smsotp
+
+
authorize {
preprocess
files
smsotp



Configure FreeRADIUS: users

DEFAULT Auth-Type := smsotp



Configure FreeRADIUS: hints

DEFAULT User-Name =~ "“directory\\\\(["@]+)"
User—-Name := "%{1}@DIRECTORY.GMVL.DE"
DEFAULT User-Name =~ "~ (["@]+)@directory.gmvl.de"

User-Name := "%{1}@DIRECTORY.GMVL.DE"



Test the setup

(minisqueeze) [“/work/smsotpd] ./pap_challenge_request.pl

Enter username: directory\Administrator

Enter password:
server response type
Enter otp: 97350

server response type

Access-Challenge (11)

Access-Accept (2)
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